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Purpose  

This Bulletin is intended ONLY for the specific security problem identified below. The problems identified have 
been rated a criticality level of IMPORTANT.  

 
Includes the following: 

 A fix to address OpenSSL CVE-2016-6304, which may have allowed a denial of service attack to be 
applied to a memory leak. 

 An issue was fixed in the IPv6 protocol implementation, related to ICMP Packet Too Big (PTB) messages 
(CVE- 2016-10142). This may have allowed a denial of service attack to be applied. 

 The security protocol SSLv3 was removed and switches were added to allow disablement of TLS 1.0, TLS 
1.1 and TLS 1.2 individually. 

 

Software Release Details 

If your software is higher or equal to the versions listed below no action is needed. 

Otherwise, please review this bulletin and consider installation of this version.  

  

Model WorkCentre 3335/3345 

 System SW version 60.003.05.00 

Link to SW update 
and Install Instr.  

Available here 
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