If your software is higher or equal to the versions listed below no action is needed.
Otherwise, please review this bulletin and consider taking actions as suggested.
Component Version

System Software 061.090.224.30300
Network Controller 061.094.30220

Copy Controller 061.094.24540
UI 061.094.25120
Marking Engine 008.035.000
DADH 012.011.000
C-Finisher 017.019.000
D-Finisher 013.013.000
FAX 003.010.034
Scanner 011.050.008

This Bulletin is ONLY intended for the specific security problem(s) identified below. The
problem(s) identified has been rated as a criticality level of IMPORTANT

e Nessus vulnerability scan indicates CVE-2010-5298 Open SSL exposure.

e Vulnerability in the Bash command line interpreter AKA “Shellshock”
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Installation Notes

Firmware Release File

| Release Install File | 061.090.224.30300 or greater |

The SPAR Software and installation notes are located here:

http://www.support.xerox.com/support/workcentre-7755-7765-7775/file-download/enus.html?contentId=107866

Save the file to a convenient location on your workstation. Unzip the file if necessary
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